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Software complexity  
consequences for testing and certification 

LUND, SWEDEN, OCTOBER 22, 2012 



Select an app… 



Test the app… 
•  Wifi: on/off 
•  Bluetooth: on/off 
•  3G: on/off 

•  SD-card: size/brand 
•  Language: sv/en/ty/

fr/cn 

2 * 2 * 2 * 5 * 20 * 5 = 
4000 combinations  



August 14, 2003 – satelite image over North America. And later 



Kris -> tillförlitlighetsproblem 

Joseph Bucciero, …, said the public should 
not lose confidence in utilities.  
 
"There are a lot of systems out there and 
they are running for many years already, 
and this is the first time a problem like 
this has arisen," he said.  
 
Bucciero said the software bug surfaced 
because of the number of unusual events 
occurring simultaneously ...  
 



Terms 
Testing. The dynamic 
execution of test cases to 
1.  find faults, and/or  
2.  demonstrate absense of 

faults. 
Certification. 
Demonstration of fulfillment 
of standards. 
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Methods 
•  Independent layers or 

modules 
•  Representative selection 

of test cases 
•  Let the user test 
•  Standards and certification 
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summarizing the data, and building the UI components for 
exploration.  Parsing occurs on the input data and the raw 
attribute values are recorded.  In the analysis and summary 
steps, the tool determines a few common statistics of each 
attribute and establishes a threshold for clipping extreme 
outliers in the data set.  Once the analysis is complete, the 
exploration of the data using the visualization can begin.  We 
will now describe each view of the visualization in more detail. 

B. Multiple coordinated views  
The Mosaic View, Figure 1 (A), shows the entity nodes 

(visualized as tiles in the mosaic) logically grouped by top-
level containers in the hierarchy and arranged and drawn as 
rectangular boxes.  Selection of what numeric attribute is being 
displayed is controlled in the toolbar.  The number of divisions 
of data (i.e., the number of colors) and the tile size is also 
controlled by the toolbar.  The full path of an attribute, along 
with the numeric value of the current attribute, is available for 
each entity via a tooltip.  Traversal of the hierarchy is made 
available visually through the use of a drill down/roll up 
functionality between hierarchical levels.  The user may 
double-click on a container for drill down, and double-click on 
blank areas to roll up.  In addition, during drill down the 
container can be opened for display in another tab.  Individual 
containers can also be selected, which ties into other views.  
Additionally, it is possible to remove unwanted clutter in the 
mosaic view without drilling down by disabling and enabling 
entities from within the tree view. 

The Container View, Figure 1 (B), shows the hierarchical 
structure of the data that comes from the name field.  It allows 
for quick searching over the entire data set.  If the user is 
looking for one specific file, then the hierarchy view will allow 
them to find the file by name.  It will then allow the user to 
enable or disable the entity or container that the file is 
associated with or enable/disable other entities and containers 
in order to view specifically the entity they originally searched 
for.  Furthermore, when an item is selected in the hierarchical 
tree view, it may be highlighted temporarily in the mosaic by 
holding down the Shift key.  This is to aid in locating a certain 
container or entity among the large amount of data. 

C. Summary Views 
The Summary View, Figure 1 (C), shows common 

summary statistics calculated for each attribute. Values 
calculated during the analysis phase help determine the upper 
threshold of clipping outlier data points and the appearance of 
the summary histogram, and include the minimum, maximum, 
mean, median, range, and standard deviation.  The tool 
compresses the data set using a natural logarithm and then uses 
the standard deviation of each attribute to detect extreme 
outlier data points and set a visualization threshold.  This 
threshold is valued at three times the standard deviation from 
the median for that specific attribute and version. 

Figure 1  The MosaiCode tool consists of the primary Mosaic visualization (A) with multiple tabs for additional views of the same data 
set, the Item Selection (B) which selects what entities are shown in the Mosaic, and a Summary View (C) showing a histogram of the 

data currently shown in the Mosaic.  For more specific data on an entity, the tooltip shows the full path and the value of the currently 
selected attribute, while additional attributes are shown in the Entity View (D).  From left to right, the toolbar (E) allows for choice of 

displayed attribute, display characteristics, and control for the display of multi-version data. 

 

Ongoing research:  
visualization supported test selection 



Example: Volvo City Safety 



Historical analogy: Steam engines 

•  High pressure steam boilers more effective, but unsafe 
•  1816-48 in the US: 233 steamboat explosions, killing  

2 562 persons, injuring 2 097 

•  Disasters not prevented until national standards for safety 
were in place in the late 1800s 



High-Pressure Steam Engines and 
Computer Software – Leveson, 1994 

1.  Complexity 
2.  Invention vs evaluation 
3.  Theory vs practice 
4.  Automated systems need 

human supervision 
5.  Human-technology 

interaction  
6.  Competency 
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